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VIH UME ONE, NUMBER ELEVEN

Exploring Caves in T m—velnét

Cme fine summer day several yeats aga, & phone phreak discovered
ve! another interesting telephone mimber. What was it A modem” A .
dialtorw? A very special operztor? No Lo all 'of the above---this was
something truly amazing and unigue. This was TRAYELNET.

OF course, he didnt know at the time what he had dialzd into. But

“Iis is what he heard, Two rings. a tone that lasted for about half a
secand (it had aboul the same pitch of 3 Sprint tone), and then a voice! .
Mol just @ ecording. not just a human asking whal it was vou wanted,
bt a recording asking you what it was you wanted! Sor of like hearing
an answering machine for the first time. But this was no answering
machine. .

“Authorization numbet, plsase.”™ & sensual, husky femak vaice
asked. And since he was a rather clever guy. he hit Bis touch tone®
kevpad, Every timehe entered a tore, he heard a shot “Booop, "likean
acknowledgement &f some sort. After four of thess “Boaops™ the
automated kedy came back and said “eighteightaevenzero.” But, alas,
those were not 1he keys he hil. In semi-desperarion, he hit ancther key.
The female voice came back and said, “Please repeat, ves or no?™ But
what was the question? He quickly realized that she rmust have hesh
scmehow Irying to confitm the entry of hig sumbers, Bt how do you
convey the word “no™ on a louch {one® keypad?

He went through the whok process again and wound up getting
dumped im0 a recording that said {in an authoriative female voice),
“The Travelner number you dialed is incorrect: please check the
number and dial again,”

He called back. Again he fricd ctering numbers and tried to figure
out why they wouldn correspond. All of a sudden, his baby siater
twho had b2en growing increasingly bored with a rattle in the next
ramm, decided to ket oul the soreal scresm thal baby sistersarc known
for, What's imporant about this is thad afer the scream was over, our
friend heard quite distinetly over the ielephone lines: “bocop.”

“Wow. " he said. “Rooop,” it ted . It recognized speech?! He
called it back and starled cntering numbers with his voice, [ worked! -
Afuer lour numnbers were entered, 1L would tepeat them back te himand
he had the option of saving either “yes™ o “no”. 1 he said “yes™ or
remained silent. he had the opportunity to enter four mor numbers, If
bt o 1d “no " the machine would make every effarl io find oul what the
bt was by acking him twice jrst what it was he meant Lo say. Thene
were 8 few simple rules-— he had to enunciate clearly and say the word
“rero” instead of “oh™, . .

Bul what would this lady let him do il he guessed the right cight |
numbers? And how could he possibly pet such o long number aryway.
Would he have torcall up the fady and slowly and patieatly pronounce
littke words over and nver? Smce he knew that there were over
100,000.000 possible eombrinalions and that no mere than a thousand
probably worked, he undersiood that it would take some thinking o
satisfy the mechanical vais, He necded 1o lind some good old-
fashioned human incampetence, If the machine had trouble heating
him. or il he remained sident, it would sventoally say. “Sorry, we're

“having diffizulties ” Then it woukd ¢onnect him to a human. He stuck
on the linc and when the opetator snswered, heasked her what dumber
e had dialed. “This is Cenera) Motors Travelnet. sir.” she replisd. “1'm.
terribly sorry. "he saad, | was urying Lo get Lhe speaking elock. ™ That'’s
okay,” the opernior said. “Goodbye. ™ . -

So it was (enzral Motors! This wauld be casv, He wailed a day and
called hack - He got connected to anoiber operator, who asked him
whal he wanted. “This is J.C. Sicpplewonth from Fart Wayne
GMAC." he snarled. “And I'vc becn having trouble using. this
confounded phone sysierm, ™ ~Well, why don't you catl the instruetion
aumnber. 5ir?” She gave him (ke number, He called Lhis number and
heard a full demonstratian on how 1o usc the syslem. 1 was used to
make phone calls, which he sort of suspeéted. Aller you enter your

161

cight-digit code. you enier a 1en-digit phone number or. if dialing
intcrnally within General Matots, a seven-digil numbee, The recording
ven spoke @ demae avthorization code 1o ﬁt the point across. After
heardtig this, our friend wondersd if he should 1ry 1he democode, “No.™
he decded, “They couldn T poesibly be hadstupid.” He iied itanyway
urid puess whal? The moment he canfirmed the last number, the lovely
viodeg asked a new question: “Destination code, please?™ (In other
wiords, the phote nuber youTe trying to call)

Tt was an cxlender—a long and short distance phone sarvice, He
proceeded to test 1, out. and he (ound that he could call virwally
anywhere in the country lor free, But who canes about free calls? He
wanted to explore. And explore he did. He tried many things and
learned many things, He found thavhe could avord the kadys voice il be
keypadded in the numbers before she could apeak, This way the call
would go through normally. without any A guments on pronuncianiom.
This nﬁuﬂl him to teat many, many codes without fmuch hasske, He
found that by mixing up his working code a litthe. be was able (o find
many new ones. The simplicity was astounding. Ina shart vime, he had
found Lilcmliy hundreds of codes. After Lhis, be sat down anc day and
stated AL kus list of codes. Al of a sudden, e realized something. Each
growp of Fouradded up tasither 3, 15 0r 29— a sorl of base-nine code.
He wrotc a short program amd printed o all possible four-digit,
c_:‘:'bmbinatians that added up to these magic numbers, He was set fc”
life.
He used the systern to explore internal offices. Il no area code was
entered, every'exchange put you ina different. part of the country, Once
exchange. 999, simply dumped him into a feed from g Detroit rdic
station. One day, his Demon-diaker, which'is basically a touch tonc®
generator wilh 2 memory, came actoss a re-order (2 Tast busy signal)
that tumed into a dialtone in twenty seconds, The connection wasn'
great. but he found that he could make a ditect cabl anrwhere, Hecould
dial oiverseas dirsetly, He Dgured that he was al the switchbaard of
some ofliee branch far away from where he originally caled. He found,

¢ oul what the number was by calling a lfend person-to-person colleci.

wha thenashed the operator [or the number 5o that the * person™could
call back when he returned. When he called up the number he was
dizling lrom., they anewered, “GMAC. " So it was some distant office
that he was muking his calls out of. using 2 Travelnet code and an .

+ internal rumber to get there. It was 3o raundabout thal he knew

nobody would figure it out. In fact, several pecple that he catled
reccived calls from that office asking il they knew anybody who
worked there thal woubd call them at three n e matming. It was
incredibie! Even il a friend had wanfed to frame him. o was doubilul
Lhat they wiould conneel him with this distani city from which 1he call
supposedly emanated. And the funay thing was that the Company was
probably placinga 24-hourarmed guarnd en the building, thinking that
someons was breaking inand making calls. Someone was, butin a way
they could never Migure oul. .
. There’s much more to the world of Traveinzt, particubacly on their
innbernal el work . And the same number works e this very day, which,
by the way. is toll-free. Butwe ve heard of cases where people have besr
trapped into paying for what they did and s guoite Tkely the sysicm is
heavily monitored. X .
A simitar systern cabled WIN was used by Westinghouse belore they
gave apindisgust alter Lheir lines were constanily lied up by phreakers
ardl hackers, Honeywell makes the aclual systemand there ane others
in use arcund the counury - ooe. we heat, for the slate offices of
Iingis. another for Ralsion-Purina . the felks whe blow up sewers

T Louisville, KY.

As usual, nchody at Travelner understood any of the quc«-tinnu we
asked rhem and no one returned our ealls, Maybe the lines were all
tiedup, "~ o . .



Fun With Fortress Fones

1is articke will focua primarily on the standard Western Electric singheslon

worrt Eebephone faka fonress fone) which can be divided inlo 3 wpes:

» Dial-Tone First [DTF]

& Coin-First [CF] {ic., it wanls your mongy Aefore you resive a died 1lone)

» Dial Post-Pay Service [PP] {you pay afler the pany aniwersy

Dreposhing Colits {Shgs)

Oince your Ravedepodited your slug into a loreess, it is subdected toa garmwm af

18$1E,

The Tirst obetzcle For a slieg 15 the magnelic trap. This will stop any lighi-weight .

magnenc slugs and cains. 1 i pastes this, the slug s then chassified asa nickezl,
dime, orguarter. Each slug is then checked for appropriate sire and weight, 17
these teais are passed, it wili then wravel through a nicke], dime. or quartee
map:tasappmpﬂate These neagnets sel up an sddy curren: sffect which causes
coins of the appropriate characteristics 10 stow down 30 they will fallow the
correct trajectary. IFall goes wetl, the oodin will fellow the correct prth(such ag
Bouncing off of (he nickel anvil) where |t will hopelully fall inla the natrow
worepted coin channel,

The rather eiborate (ets that are performed a5 the Coin travels down the coin
chute will stop okl slugs and oiher undesitable coina, such as pennies, which
sl then be ciinieved watyg (he Coin release kwver,

IF the slug miracubously survves the gam, i wqll then strike (he appropriate
totalizer arm causing & raichel wheel 1o ot once for svery 5 cent mcremens
g 8 yuarter will cause it 1o rotalg 5 times).

The voualizer then causes the Loin signal oseillsier to madow a dual-freguency
signal indicating the value deposited to ACTR {a comiputer) or the TSEPS
operaior, These are the same wones used by phreaks in the infamous red boxes.

Faraquarter. 3 beep tonesars culpulsed at t2-17 pulsesper second 1IPFS). A
dirme causes 2 httploncsnli—l_s PP% while a nickel causes ons hncpt:rn: atf-BS
PPS, A heep cansists of 2 (ones: 2200 +.1700 Hz.

A relay in the Toriness called the "B relay™ (yes, there is also an “A relay™
pAaCces & COpEcitor acnosy (the spesch circuit during tatalizer readout to prevent
e “cumocer ™ Trom beaning the red box 1ones,

In clder 3 slow phones, one bell {1050-1100 Hx) for a nickel. two belis for &
dime. and nne geng (800 Hz.) for 2 quarter are used insicad of the modem

/-ql—fmqumy ones,
TSPS andl ACTS

while fonnesses are connected to the 0O ol the wrea. all Lransactions e
hamdbed via the Traffic Service Position System { T5FS). In arms that de noy
have ACTH, all ealls that reguire operator assistance, such as culling cand and
eollerl. are auomatically rouisd to a TSPS operawer position.

In an effort 10 aulomals fomeess serviee, 2 compuler sysiem known as
Autorrated Coin T'oll Servies tACTS) has been implamentsd in many arss,
ACTS listens ta the red box signals from the fones and lakes appropriate aclisn.
ILis ACTS which savs, “Two dollars please. { pavaz) Pieass depadit twa dollars
o the next 1zn seconds.... " and other veraions, Alsa. if you talk for more than
three micrutes 2od then hang up. ACTS will call beck and demand your money,
ACTS s responsible Tor Automaied Calling Card Service, too,

In addition. ACTS provides trouble dizgnosis Tor crafispeople {repaimen
specialivzing in lonrerses). For example. there iz a coin tesl which i3 greal [or
it uprred boxes. In many o reas this test can be activated by dialing 093591 130
ut @ foruress {thanks w Karl Mam for this information), Gnce activated iy will
regquest Lha vou depositl various coins, [ willtben identily ihe coin and putpulss
the spproprisie red box signal. The coins ane usualy returmed when vou hang
Up.

I'n muke sure that (here is aclually money in the fone, the OO initistes 2

“RIOUR] 1E5t T 3t SarLs | inees 10 dete raine if 8 ooin is actually in the fone. This is -

why vou must deposin at keasl 2 mckel inorder (0 wae 2 red boo!
Green Bawes

Puying the inival rate in order io we a red bax (on cenigin foriresses) ol a
sour faste in many ted bokers mouths, Thus the greee box was invented. The
Erocn box generaies scfal tancs such as OO COLLECT, COIN RETURN
and RINCGRACK . These are the tones that ACTS or the TSPS apemtor would
send in the CCFwhen appropriate. Unfartunately, the green bex cannat be uscd
an o foreress <tation bunin must be wsed by (he rsr-h.‘ party.

Here are the 1ones:

COIN TOLLECT Wb+ 1106 Ha.
COIN RETURMN 1184 + 1700 Hiz,
RINGBACK M+ 1T Kz,

Belcore the calbed party aends any of |hese iones, wn operator released signal
uld be sent walert ihe MF deioctars at ibe ©0 This can be accomplished by
imp 90+ P50 Hy, ar g singhe 2600 He . wirtk (90 mis} followed by a 6l s pap
.« then the appropriate signal for at least W0 ms.
Alsn, donok fonget thut the inilial mie scollocted shonly befone e 3 coinua ke
ricsd i up

[l .

Incidentally. erce the gbove MF 1oncs for collecting and retu mmgooins reach
the CO. they are comizrted into an apprepriate D pulse {- 130 vols lor retam
and +130 valts for collect), Thia pulse in then senu down the tip 1o the Toress,
Thia causes the coin relsy ta cither retum or coliect the coins,

The ateged “T-Mevwork " takes advaniage of this informarion. When 5 polse
for LN COLLECT (+130 VOIC) s sent dowrn 1he line. it musi be grounded
somewhere. This i umelly either the yellow of black wire, Thus. if the wincy are
exposed . these wires canbe et 1o prevent the pulss from beitg grounded. When
the threr minute inilie ] period i altest up. make sure tha Lhe black and veliow
wires are severed, then haing up, wait sbout | 5 seoonds in esseofd seeond pulse.
reconmect the wires, pick up (he fane, hang up again, and ifall goes well it shoubd
be kool ime.

Physical Attack

A rypical fortress weighs roughly 30 pounds with an empiv coin box, Most of
thie & mooounied for in the atmor plating, Why all the security? Well, Bell
aurribuizs it e the lwing:

“Social changes during the 19603 made the muliislor coin stalion a prime
target for: vandalism. strong arm rabbery, fraud. and thefl of serviee. This
brought about the introduction of the mare nugged single sbot enin siation and a
new Environment fie coin serwice.” [see related siery, page 1-63]

As Tar picking the lock_ | will quoie Mr. Phelpa: *We often fanasize about
‘picking the lock™ar ‘petting & master key”. Well. you can farger abautat. Fdant
like to discoyrage penple, but it wiil save you from wasting a Lot ol Sour
tiowe  Linve which can be put te hetier use (hech, heh).”

A Tor physical atiack, the coin plaic is secured on all four sdes by hardesed
steel| bolts which pass through Iwnslatseach. These boltsure in L interlocked
By the main ock.

One phreak | know did manags 1o lake one of the “methers™ Rome (it way
attached 1o g picce of plywood at 2 consiruction side! orherwise. the permanent
anes are g hitch te detach from the wallt). 1t wok him almost 1en howrs @ open
the coin box uging a power drill, sledgs hammens, and croee bam. M umed oulio
be emply...perhaps nekn titoe, et depovil & coin fiest w0 hear il it slushes down
micely ot hits Ihe omipty bottam with a clunk.

Taking the fone offcrs a hightr dargin of swcoess, although (his may he
difficuli, often reguiring hrute foroe. There have betn stverdl cases ol back Bx bes
beitg Iost trying to take down a fonel A gusck and diry way [0 Ofen the cnin hai
1% by Lging & shatgun. In Detroil, afler ceobogists chaned oot monicipal pond.
they found 1 gnin phancs rifled.

Ins colder areas, such as Canada. some shrewd people ape un the fones using
duel Ipe. pour in water, and come back the next day when e water will have
freFen, thuy expanding and eracking the [one apen,

I ane case, *unauthorized coin colbectons™ were caught when they brought
$6.000 in change toa bank and the bank became suspivious....

Avany rate. the main lock is an ¢ight level tumbler located on the right side of
the coin hox. This lock has 390,625 possible positions (3, since 1here are &
turnhlers cach with § possible positions). thua it is highty pick resistant? The Inck
is Fchd in place by d scoews. I thers is saficient clearanse o ihe righuoelihe fane,
it is conocivable 1o punch ol 1he serews with 4 dnill.

Miscelaneou

In a few arcas frutal and Cannda). posl-pay service exists. Wikh this type of
servipe, the mouthiece is cut off unlil ihe caller deposits maney when the caulled
party answers. This also allows for free catls 1o weather and other dial-it services.
where its not necessa oy Tor you to talk, In July, 280 announced the “clear™ bex
which consists of 8 telephone coil and a small mp, It is based on ihe principal
1hat the receiver is alw & weak cansmiier and thas by amplifying vour signal
you cun talk via the transmier thos avoiding cosly telaphone charpes!

Mot Thrtrtsses ave Iound in the ®ood arca. Umider former Rell snms, they
winally start st 9%nk (Hght below (he 9% s alficisd series) and move downward,

Simee i the Jine and. not e fane thal determines whether or not a depsil
st be e, DTF and Charge-A-Cal fanes have been known 1 make prem
Calensions!

Find L. Gt rigsis fenes allow for a new hobby  insiruction phate collenting. ALl
that i rexquiped is g (at-head sorowdrver and & paic of et o pll:l!. Aller
all. wen cend plates are definiicly hecoming a “racity™

Fortres Secumiy -

Whikca boneby Tortress may seen 1 he perect arpet, beware! T he Gt have

heen known to stuke out Tort resses Tor as lome 2 h vesurs aceond ing (o the forny
Rewars Guariewdle. T avnid any probiems. do not we the sene fones mpeated )
Tear busiinng. callinge cirds, and other experiments. The welee kavws bow much
sieney shoukd B in the coin box wnd whin it% nee thens they wad o get
perturbed {read: pissed ]
e ahoiy was cceerpived from BIOC Agent (03 % cruerse in Roeic Tek-
ceatritietcarfons, Part Vi Neither BIOC mor 0hiv pagr2ine aefviedien deing
SeptTNiAE iTRROT w ich regarad io pRovies oF g oder o ol s, Freetier
Ifirrebon agnibahle ovn daratioe $IASWISIT ) )

1-62
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Computer Foul-ups Hurt Social Security
Fhe ers Yurk | oo

A Bouse Committee has asserted thal improper handling ofa$ll3
million computer contract had undermined the Government's ability
vir serve the millions of Americans wha receive SocialSecurity beneiles.

The repert that improprietics in the 1981 selection of the Paradyne
Corporation. & Florida company. 10 build computer terminals had
damaged the daily operations of the Social Security Adptinistration
came From the House Government Operalions Committee. after two
veurs of jnvestigation,

After Paradyre provided the erminals. ficld offices of the Social
Security Administration experienced “extracrdinary levels of cquin-
ment failupes ahd poor performance.” acoord ing W ressarchers,

The repurt eited complaints from local Social Security offices ail
over the country. “The public is frustrated with us and we 're frusiraied
with the sysicm and snapping at &ach other,” wrote the Fayerteville.
NC manager on July 3. 1982, “Something has to be done immediately.
The public will be after us with guns and knives shorly.”

Phones in the Sky
Jeln) Sy My

Last month. six airines began a pay-lclcphone service that allows
passengers o call anywhese in the Unired States. The cost is fairly
phenamenal: £7.50 far rhe first three minutes and $1.25 for each
additional minute. .

The system (derigned by Awfone Incorporzted) uses mdio waves 1o
transmat catls 1o one of 17 grownd receiving stations. which then
transfer themt 1o regular telephone lines.

T use Lhe systenL, vou insert any one of seven major cred it cands into
# wall-mounted console siluated in Ihe front of the plane. When the
card has been validuted, a cordless phone will be released, and you cam
telurn to your xcat to dial away. ) .

Another FBI Computer File
The ow ¥ieh durs

An advisory panel of the Federal Bureau of Invesligation has
approved the tesiing of a computerived file that could allow criminat
justice agencies all aver the country to exchange the names of while-
collar crime suspects and their ssociates.

An FBI sall paper presented 1o the panei said the filc. 1he Feonoric
Crime Index. would permil a “more cificient and elfective field-wide
coordination of majnr white-collar crime investigations, panicukrly
thase imvolving Ninancial critmes. ™

Civil liberties experts. however, immediatcly challenged the project,
contending that ihe widespread exchange of “raw investigative Dles™
wokd he a dangerous threat Lo innocent Americans. They sawd that
sush networks shoukd be timited to hapdbng public information such
a5 @ persom s arrest recond.

The information would include the names of suspecis, their
addresscs. Social Securily fumbers. massporl nemibers, hank account
numbers. sliases, Selective Service numbers. driver's Beense numbers,
awtomobile licerse numbers, and information abaut “associates.”

According 10 Jerry Bermarn. |cgislalive ¢ounsel of the American
Civi! Liberties Union. the project “is exiranrdinanly troublesome.
heerbse il is not intended to cachange public record information such
as when somenne is arrested of when an arrest warrant has been
obtained far somecne who is belicved 10 have commitied a crime.
Lnstead. the FRI will be paksing around information that will include
many unproven allcgations and casual gossip. the dissemination of
which presents u major threat to the privacy of abl Americans,”

Berman noted thut information available on the proposal did neot
define what was meant by white-collar erime or “an associate,” He said,
“An gssoeciale of a white-collar criminal might be a casual fricad you
met a1 2 pary or. in Lhe case of u suspecled bank officer. all the
mermbers of the hank’s baard of governars ™

Use of Wiretaps at Record Pace
Lone kil ownkin

The use af wiretaps by federa! lw-cnfoncement agencies his been
steadily increasing. wilh & recovd number expected this yearas the FBI
becomes more imvolved with nurrotics investigations, according to
Justice Depariment sowrges.

American Lniversity law profednt Herman Schwarlrwho monitars
the use of sunveilkines, thinks there are not enowph safeguaeds in the

pse of wiretaps. “1 think there is an cnatthous imurusion fnte peopic’s
privacy.” he said, citing tecent FB publiccorruption probes. “Now
{hey are reaching inta the lives of & number of inaeecent people broapse
af the types of crimes they ars going allcr.” he said. B

For each wiretap instalked, an average of 1.107 copversations were
overheand involving 147 persons. according to the PR3 cour epon. In
thalyeat, the cost of instailing federal wirctaps avera $65.000 each,
[or a tolal cost of maare than 513 million, But critics cfaim thal ligure is
too fow because il docsnl ealeulate \he legal work invelved, AN
wirctaps have to be court-wuthorized.

The rapid increase in the niumber of wiretaps. which saurces sail
aiready has topped Yast vear's towl of 208, probably will surpass the
1971 reeord (7450 set by the Nixon administration. Lse of wirelaps
dropped soon after President Jimmy Carter took office. with an all-
\ime low set in 1977, The use of cleetronic surveillance started raclimb
again in 1981 aficr President Ronald Reagan ook office.

818 Here to Stay
A un e Pl Sl

After three years ol warnings and nine monttes of whal the Lelephone
companics called a “permissive dialing period,” 1.5 million Los
Angeles ana residents have been split ofl from 3.7 miilfion reighbors as
the area rceeived its first new dialing code in neatly 40 vears.

Callers 1o dowrtosn Los Angeles, Beverly Hitls, Hollywaid, and
the trendy beach communitics of Malibu and Santa Momica can
continue 1o use Ihe old 213 code. But anyonc calling San Fermando
Valley and the suburbun San Gabric! Vailey now have (o dial $12,

Allred Kness, # compiter equipment salesman who was making
reunds through the downlown area. pulied out a thick booklet full of
clients’ business curds and said, "t % so exciting now. | never knew who
I'm going 1o reach on the first tey-- a customer or that nice mechanical
Tady from the phore company, 11 stinks.™

One We Somehow Missed
A Lol Paper i Lopotaly New Yok

JANLARY 27, 1984 - Twa M-year-old Stony Foint (New York)
“rustlers” have been named as (he ouldaws who lassoed a Letchworth
welephone boath to their car and dragged it iwo miles through the dust
before being arrested by stawe troopers. Poth of the accused were
charged with grand larcony. possession of burglar tools. and crmirnal
mischiel

A wilness reponted scoing two fien tie up the owdoor baoth atabout
3:35w.m. pull it from its moorings ina concrere stab and dreg u along
the highway. * They were tracked by follewing tne scraich murks on the
highway.™ a state policemnan said.

The troopers found the bauth a pood twe miles from its paint of
origin. A sccurity afficer lrom the Mew York Telephone Company said
the Booth cost $1.385, the coin machine 5400, the wire tha led out ol it
another $46, and the conceete sfab it wus pulled {rom was worth
anuther $278. He said the machine. with an estimawd 530 in change
still in the coin box. was “totaled™

“We're going 1o be looking for restitution,” the company fepresen-
Lative said, .

In Addition...
Lormhiml Mowss o

& Attorney Melvin Belli has filed suit in Santa Ani, CA spaing
TRW Inc..accusing Ibe mation s karpest credit rating finm of "dangerous
and unethical™ praciices that cxposed credil hislories Lo compuler
pirates, This is the first of many similae Lawsuits Belli imends 1o e
nationwide,

& MCT savs its customers now cun call Belgium, Argentinz. Brazil.
East Germany. Greace. and the United Arab Emirutes. { Presummably.
the MCl trademuark. i.e. LOU D echoes, will continue to Rourish with
this expansion.) MCI has pepotialed agreements that will allow the
star of direet overssas phone service rend yeur 0 Englind and thnee
onher {as of ¥ot unnaméd) Toreipn pations, .

® New York's chiel judge has proposed hiving o compider help
seleet gl abd conservatorns inanelTort w combs the appoirancs
thut appointments may be banded oun as political favers. Under the
systet. cach time o judge necded o mike an appointment. the
computer would mmdomly select fve names from which he could
choose. The chicl judpe would cstablish statewide standards for
placement of names o the Bsts. Hackers, though. would probably
B s Ehese standards.
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Letters From All Over

Dhear 2600

Ive heen a subseriber b 2WN0 fnr same tine wow. and | énjoy the publication.
¥You're doing & nice public serviee by illuminating the ofuen neglecied area of
\elephane technology and operations,

Cine way in which 250 could do an even more interesting jok is by printing a
bhitdiagraphy or list of references from time to time, What books. articles, and
irumals provide additionat infocmavion about the telephone sysem? For
example. one antick covered ESS #5: there must br some anlickes, adwertise-
Tl in trade publications, clc., that provde additional informeation.

I can give you a stan which hopefully yon end eiher readets canadd 1o, Here
arr two books:

Neres on Lovg Disiamce Dieling, published by ATET arpund 1971,

Telephome Avcenvories You Can Build, by ). Gilder, around 1975,
Manv thanks, Keep up the lascinating work!
Sincerely,
Howard A. Kqrien
Randciph, M4

Diear Mr. Karten:

You'll be happy o know thal weve broker peound on @ database for
phreaker: hacker roguired peaditig, Y our fwo suggestions ace the Firsl entries. A
codple of tdhers that we were able 10 come up with ofl the tops of our heads:

Thwr Phuwie Braok by J. Edgar Hyde,

Newves cm thg Mepwork by ATET themselves. This one is reported by owr f
Frine alingether!

Add v that The Riwe of the Compurer Siate by David Burmharn. which se
r:\'i;\g:d here & few: manths back and The Puzsfe Palace, & Ravinating work on
The MSA.

We'll do sur best to expend on thia list, but we really need the help of our
subscribers on this one. If you know of a good book or publication, send 1he
name of it te us, orcall weand tell us abour it, Anasy way to find material s to
potoyaur locat libwaryand book inthe curd ciia lop under the subjeet: Telephene
arComputer, Theres bound to he something intereating nearly everywhere atd
ila lor of peaple do this. we'll have quite s it before we know it By the way. i
wonk hita card ataloge. be sure lodrop in your own cand with our add ress on it 5o
1hat o Gk a0 SonEinUe to sproad cheaply)

Dhear I400:

[have heen sibver baxing on variows directory assistunces and have found that
presiing 2 one stans 3 vinging fs this jusl o test funclion or s d1 going
sHmew here'?t

Thanks.
Fire Monger
Arlnpion, ¥ A
Drear Fire: ’ :

For the benefit of athees, we 1l briefly explain g silver hax, Fuerys touch tone®
phone actually has the cupacity Tor sixteen tones, nnt just twelve, A simph
modificition inside the phone aocomplishes ihis. The extes ranes G vertns | row
ta the right of the 3094 row) are labeled A-B-L-13 These tones are weed
rrrimarily on Antavon. or Pa-Bell. vhe military phone netwark which con knock
e g ilin phang servics wlany ame for s 0w pucposes. [Look a1 the phiones
i P sl it oy Grenier. ) Such a modific phone is lubeled a ™silver box ™. Bul
1he torgs doas¥ really do albthat much goed 1o people puiside the mililary, unles
they've smmchicne tapped mto & miliane phaee system. This, however, s

el s i N b

)

impossibe. lsn't {7

What most phreaks use silver boxes for are zapping lang distance info, You
wounld call XXX-555-1212 and then held down the D key. The momens the
information operator gicks up, the D tone cuts her off and gives the calier a
prulsing dial tone. Each number you hit al this paint has a different effect, In
some areas, hitling a 6 connects you 1o one end of @ loop. {7 is the olher 2nd )

" Another number gives you s carrier! Wi havent heard of anybody whe could do

anything with i, though, And Ritting & one usually gets 8 ringing somewhere, Tt
almosi always sounds exacilydike the directory assistance ring for that ares, We
hawe never heard of anyone plokivg up on such 8 ring. so logie tells us tha it's
simply a st Ifanyom krurws orherwise, plese bet us koo

Incidentally, since it now costs 30 1o call long dlsunne informarion. silver
Boxing has expenened a shight lull,
Dhar o8

In reply bo Dclober™ isue  Gerring Fmﬁ: Hacker s Firn— 1 was in ihe
rverse siteation. | had turned in a clnoe (Tiemd 1asl spring. | was faced with a
situation of uming him in or being an accomplice lo (vaud. Being i a spoi like
thal. no one can make a decision 1o do rhar withoul sheays doubning voursell,
chonsing betwern being an accomplice or keeping 2 fricndship in & place |

—
S

wouldn't wish for my worst enemy. In degking with the feds, anc can iake

cverything as bruth—ihey tell the guy who's buated one story{in hapss of making
Tam crack) and el the “infarmer™ anather siory (in hopes of acaring them into
saying things they weuldnt nommally savh. The people who mmad hal in the
Oitaber issue probably thaught the person wha wmed this puy inoeasa i e
Minik_ o a fod. What they may not realize is the other side of the story, the part
where the ‘informer* pets caomersd inmla izlting what be knows, ar sscrifice his
lreedom {ond upinjail) if hedocsn't tell. In my case, that's what happened . | was.
cocrnerod and had totel| and provide evidence in order to keepmy asschean. The
guy | lumed in hed louted up the job and wouldve bezn caught withoul my
telling, though himand hia Eriznds still (hink | ma rat. What they niay v realize
15 what they wounkd Ve done iT they were 2, Would they have gone w jail o
protect & frendship? Crr would the [rictd vou're proteiting de the same for vou il
he were faced with tuminig yod in o going to @i The other point being that
rince he woukd e been caughn anyway, | would“e been subpoenaed 10 1esify
against him beczause he had involved me by tsing my propery for the Maud. To
el a riend you're going b0 commil some (raud for whalever] i nel acrinee, b
using that persons property and by (hat, making them an accomplice, is.
= .

; The Trojan Horse
Dhegar Trijen:
Thanks for weiting and giving us an even mone ignored ride of the siory. You
may hasve opened up some eves. Ty keizing your “friend ™ =2e this ktter und he
might realire that he wasn't the enly one going through helt or a bber i,

Farst it we toeled vowe oot tre COMSEC Levter, frivmivionper free. loaow
ciwets 528 0 dx frees though, fo maendwrs of the Commmmivutionrys Secwrine
Argeardarfeott {TSA O TRECR @0 ool fod eogthe SRBePCicn f ot iestiomiiet
i THew il Loesy Frgve 3 BAES, i adefition b piefffearicH, soiifeits, et
wernkshopy. The ey gre BS3 pee toge. Foesaore igfa, weivg o 5.4 455 150h 81,
Seice X)L Washingiom, (70 3005 gr calf HUORIHE.

W afur il et obwur avether iguasime— Binn- Leager, fr vowts 525 @ 1oar
avied thvir defelress iv J300 Hotigrd faup Remd, Cave Jaevion, 08 9752,
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For alf those individuals who are willing to write or participate in the production of 2608, the folicring Is a partiol Fst of ihe (ypes of tings we woukd ike
comnesity being v

Yo see, be they articles ov clippintcs or v dota or someiling eke. Remernber, we ore m commuanity newsletier—ike

ehoose 1o read ar participate i 2608,

farticles con Be i just ahowt ony format and any kength, &em&lﬁb@madu!ﬁaﬂkcthw}

Tart fiction travseripls lists of R's campuier dial-wps  budletin bonrds
1echnicat sedY phone alterations decoders book reviews safltware reviews hhbs reviews

sundries govt dorwnents inside teleo stidf parbage phore books pictures

news articles legisiation senrily companies  opinions ESSAYS Epan’s telco

any foreipn telco altermmile 6doas big broaher srull experienres telco employees viral programa
malicing hacking malicions phreaking  sovial engineering roots of telephony swritchipg systems dictivnary of termz
divestitures 1eko policy dinl-it #'s IWeraiure political use of comp. dissident use of romp.
infomania ibm & south africa  credit caed info hank machines cable 1¥ strange plhmes

please do whatever you can so (hal 2600 will abways be lnveresting. weite to wt or colf us ot the members an the front cover.
IF YOU HAVENT SENT IN LAST MONTH'S BLUE SURVEY CARDS, IND IT NQW!IIH THANKS.

thase witn charce or
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allnet Communication Services, Inc.
ALTCOM Corporation
Alternative Communications Company
AmeriCall Systems of Louisville
Amertcan Network, Ine.
American Satellite Co.
» American Sharecom, Inc.
4 Amer icah Telephore Exchange
Argoe Commenications Corp.
ATET Communications
Delta Communications, Ine. .
Eastern Telephone Systems, Incg;
Express Telecom, Ine,
First Fhone Corp.,
General Communicatien lng,
GTE SPRINT Communizations
HASP, Ing,
Hawaiian Telephone Campany
Inteleplex Corporation.
D-Interstate_Cummunications, Ing.
1sACOMM, Inc,
Lehigh Valley Telecom, Inc.
Lexitel Communicatjons
Liberty Bell Communications, Inc.
Lerng Distance Savers '
Lona Cistance Service (LDS), Inz.
#MCI Irnternaticnal’ . -
MCT Telecommunications Corporation
Mercury, Inc.
Micreotel, Inc.
NCR Telecommunication Services Inc.
)Netunrk 1, Inc.
Netweork Telecommunications:
Fetricca Communications Systems
RCI Corporation
Fepublic Telcom
Satelco -
Satellite Busineds Systems
Schneider Communicatians
Sears Communications Company
Sorenson Telecommunications Comparny
Starnet Corporation
TelaMarketing Communications, Inc.
Telecom Systems, lnec. '
:Telecommunicatibns Systems, Ine,
“TeleDial America '
Telesaver

page 5

Alphabetical .Listing of ICs and Carrier Idintifichtion_Cados(CIC|)=“

-01d F.G. D F.G.
: 2-Digit 3-pigit 3-frig
ACNA cicC cIg. cic
ALN 44 444 044
ALl 40 400 (==
ALT 34 234 {=-
ALU 06 006 ==
PRH 53 053 ==
ASC 56 362 {==
ASs] 32 322 (==
ATE =1y 050 ==
ACC 435 456 {—=
aTx | o1 321 {—-
BLT 30 233 R &
ETS 54 434 ==
ET1 70 200K 200K
FNE 42 E L1 {—
GCHN 77 77 ==
GEP o2 e {—-
HAFP &0 600 (==
HAT 1% o o1% <—-
1PL 35 23% 035
1.1 87 GB? £
. 15A4 63 0es £~
LVT 51 g5t (-~
LEX &6 6686 Qs
Lec 76 776 {=-
LS! 36 036 (=~
LDS 84 084 (==
MCX 13 e (==
MCl 22 222 022
MEC 21 021 (==
MiC 78 783 (==
NCR 03 ooo {==
NE1 11,3 011 (-
NTI 68 EBS L=
PEI 24 024 (-=
RTC o3 211 003
RTT 26 025 {——
SAN 80 800 -
8BS 88 888 oas
SCH o8 =00 {—
ALC 75 735 {==
STH 86 950 P
SNC 23 9399 -
TAM 07 bo? (=
T85 g9 883 {—
TS! s2 es2 - C—=_
TED 41 040 '
TSR 28 221 {—-



- A igit CIC{F .G, [ n the XXX pevrtion of EOXX X acoees cade for Beas

f . 2t CIC i the XX porion of $$0-10XX.
3 digin CICHF.G. By is 1k XXX portiont of 930- 1500
1hai & wipped fior erjual sccea.
Pa P

GE MO, 00002 EXA, whelephen of currenLly orachble on 2adigit CIC at 350-H33, Urder 3-diit
04/05/84 ' T Gkt ioua i et 10375 b e om0 el T [T €quat e, he x:
Alphzbetical -Listing af ICs and Carrier Identification Codes(CICs

old F.G. b F.G. B

_ 2-Digit 3-Digit 3-Digit
IC Name ’ ACNA cic cIcC cIC
Telesphere Network, Ine. TEN 33 555 -
Teltec Savings Communications Company TET 21 32 {—
Total-Tel USA, Inc. TTU ag ogi {—=
Transcall America, Ine. ' TRS B2 824 og2
TRT Telecommunications Carporation TRT 12 120 (==
L.S. Telephone, Inc. ' uTe a3 333 033
United States Transmission Spstems, Inc, UST 25 49 =
Universal Network Communicatlons Co, VL 04 o4 (==
WesTel, Ines. . ) WES as ogs {—-
Hestern Union Telegraph Company WUT 20 220 (==

e e ek e sk e e ke e e e e e e sl e et e e ke e s e ek de ek etk e e
ared by: Numberings/Dialing Planning Greoup, Bellcore - Network Planning
Questions or comments =2}l Bob Brillhart en 203-221-5315 :

nw Information
SﬂﬂNDCﬂjﬁx:ﬂ . X
moe M
1000 M Streat, BOY DO WE LOVE THESE PEOPLE ;
D 20038 Th folks ui 25689 precised Hals ketter aver s month ape, Nalarmiy. we sery ini; the degal MO M, wrds! ¥ .
203 283 4255 Iﬂmmml‘IIM,’lu:l‘lﬂhhﬂlﬂﬂ““‘lIMW'MMDI’!HM&IDW'I!'MW)m el frwsond wee wowml sp
lllll;lnlull,wmmmlmhmmlum“mﬂmlmmmnmmtnlkmutdmnHtﬂdmdlM
af s ﬂmmc\mﬂm!khlhtmnm A fver 47 ymerrur vk, ¥ ot bk b ve el il e vy

reaciivading our
Wm\hdhuﬂnﬂ-dhm--h, MCl Mlﬂl.dtopllﬂdumﬁl:twwmpﬁlﬂd | wiurm o hvrilly rnantrieny ool thee sl

haed ocourred. W e recel ved mauy eutie Hils mmcalh frow ﬂum,-mrln‘rn While we cam ser M1
Ml vk vk abwoerd wiseeeed meconasts [whsz b s Harbe o stwgd bl 1 Sy e it spdems T3}, wr oot wehiy tey
Inodlnmal’lnm—ﬂm?rbph;ﬂunnﬂﬂlll.“ﬁkh‘hmm&mjﬁw -Imwmmnauwmmrﬂzm
wﬂlhmumwl&q.mnh‘hlm,hmlw g+ ihers' eak i, i Ekh 2 Stare they T ki adeoist the gkt
1

.umﬁh-.nllig N axe o b Rl beaelive, Wt'uunllubelllltlmllﬂlllltienﬂildmm;ilrullﬂm mrt 1 lere s nnthing 2t nll we
un do. Perbppe p few compininty’ threaty are In order froms our mesny Ceslonsmn -

Dear Customer:

It has been brought to our attention that your password and username have been
published. Becauze unauthorized users could therefore charge usage to your
ageount, we are temporarily inactivating it for your protection.

Flease c&ll us at B00-4i24-6677 to register for a new password and username.
Any messages in your inactivated account #ill be available under your hew
aceount. '

During registration, you will be asked to provide s credit card number (AMEX,
VISA or Mastercard) and your SSN. These numbers will be used for credit check

purposes unly

He regret any inconvenienee this mey have caused, but hope you will appreciate
our concern for the proteetiion of your MCI Hail account. .

Sincerely, _

bk B

David Boyd

-
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